NHO®OPMALIMOHHASA ITAMATKA
JJIAA OBYUYAIOIIIUXCA

C KaxaplM TOJOM MOJOJIC)KU B HWHTEPHETE CTAaHOBUTHCS OOJbIIE, a
IIKOJBHUKU OJHU M3 CaMbIX AaKTHUBHBIX NoOjJb30Barenerd PyHera. Mexay Tewm,
MIOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOXXHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
DTa maMsATKa JOKHA ITOMOYb TeOe 0€30IacHO HAaXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO PAa3HOBUIAHOCTh KOMIBIOTEPHBIX MPOTPaAMM,
OTJIMYUTEIILHOW OCOOCHHOCTHIO KOTOPOU SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B nononHeHue Kk 3TOMY, BUPYChl MOTYT MOBPEIUTH WJIU MOJHOCTHIO YHHUUTOXKHUTh
Bce (paiiyibl ¥ JaHHBIC, TTOJAKOHTPOJIBHBIC MOJIB30BATE0, OT UMEHU KOTOPOTO ObLTa
3amyllieHa 3apa)KeHHash NporpaMma, a TakKe MOBPEAUTh WM JaK€ YHUUTOXKHUTh
OTICPAIIMOHHYI0 CHUCTEMY CcO BceMmH (paiimamu B 1ieioM. B GosbIIMHCTBE CilydaeB
pacpOCTPaAHSIOTCSA BUPYCHI UEPE3 UHTEPHET.

Mertozsl 3a1UThI OT BPEJOHOCHBIX ITPOTPaMM:

1. Mcnonp3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMbBI, UMEIOLINE CEPHE3HBIM
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX IPOrPaMM;

2. IloctosnHo ycraHaBmuBail mautd (UUGPOBBIE 3aIUIATKU, KOTOPHIE
aBTOMATHYECKH YCTAHABIMBAIOTCS C IEJIbIO0 JOPAOOTKH MPOTPaMMBbl) U JpYyrHe
OOHOBJICHHSI CBOEH omepaniMoHHOW cucTteMbl. CkayumBaii WX TOJBKO C
opunpampHoro cadra paspadorumka OC. Ecimm cymecTByeTr — pexum
aBTOMATHUYECKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. PabGoraii Ha cBOEM KOMIIBIOTEpE IIOJI IpaBaMHu IIOJH30BATENsA, a HE
aIMUHUCTpATOpa. ITO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX TPOrpaMM
MHCTAJUIMPOBATHCS. HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcrnonb3yih aHTHUBUPYCHBIE NPOTPaMMHBIE MPOAYKTHI  U3BECTHBIX
MIPOM3BOIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub HU3NIECKUIN JOCTYI K KOMITBIOTEPY JJI IOCTOPOHHUX JIUIL;

6. Ucnonp3yil BHENTHUE HOCHUTENW WH(MOpMAIMU, Takue Kak (iernka, JUCK
niM (aiin U3 MHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX NCTOYHHUKOB,;

7. He oTkpbIBali KOMMBIOTEpHBIC (halibl, TMOJYYCHHBIE W3 HEHAJAC)KHBIX
UCTOYHUKOB. Jlaxke Te (aityipl, KOTOpBIE MPUCTAT TBOW 3HAKOMBINA. Jlydiie yrouHnu
y HEro, OTIPAaBJIsyI JIM OH TeOe UX.

Cerun WI-FI



Wi-Fi - 3T0 He BHJI mepeadn JaHHBIX, He TEXHOJOTHUS, a BCETo JIMIIL OpPeH/I,
Mapka. Eme B 1991 roay HuaepnaHickas KOMIIaHMs 3aperucTpupoBalia OpeH
"WECA", uto o6o3Hauano cioBocouetanue "Wireless Fidelity", xkoTopsiii
NepeBoIUTCA Kak "OecrpoBOIHASI TOYHOCTD .

Jlo Hamero BpeMeHu Jolia apyras ab0peBuarypa, KoTopas sBJISETCS TaKOH
xKe TexHojorue. Jto abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JaHO C
HAMEKOM Ha CTaHAapT BbIclied 3BykoBoMl TexHuku Hi-Fi, uro B mnepeBoje
03HayaeT ""BbICOKAast TOYHOCTH'.

Ja, OecriaTHBIA MHTEPHET-IOCTYI B Kade, OTeNsX U a’dpornoprax SBIsSETCS
OTJIUYHOW BO3MOXKHOCTBIO BbIXOJa B MHTepHET. HO MHOrMe 3KCHepThl CUMTAIOT,
yTo obmeaoctynubie Wi-Fi ceTu He sSBIsAIOTCS 0€30MacHbIMHU.

CoBeThl 110 0€30MacHOCTH pabOTHI B 00IIEAOCTYIHBIX ceTsax Wi-fi:

1. He mepenagaii cBoro nuunyro uHpopmaruio depe3 oobieaoctymabie Wi-Fi
cetu. PaboTast B HUX, JKeJlaTeIbHO HE BBOJIMTH MApOIU JOCTYIIA, JIOTUHBI U KaKUeE-
TO HOMEPA;

2. Ucnonb3yilt u OOHOBJSIH aHTUBUPYCHBIE MpOrpaMMbl U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s OT 3aKauKH BUPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonp3oBannu Wi-Fi otkimoun pyskiuio "OOmuii 1ocTyn K daitiam
u npuHTepam". JlaHHas (QYHKIMA 3aKpbITa 1O YMOJYaHUIO, OJJHAKO HEKOTOPHIE
M0JIb30BaTEN aKTUBUPYIOT €€ JUIsl y100CTBa UCTIOIb30BaHUS B paboTe Uiu yueoe;

4. He wucnonp3yét myOomuuneidi WI-FI g1 mepemaum JIUYHBIX JTaHHBIX,
HaIpuMep Ui BBIXOA B COLMAJIbHBIE CETU WIIN B 3JIEKTPOHHYIO MOYTY;

5. Wcnonw3yit Tonpko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenedone otkiaroun Gynknuio "Tloakmouenne k. Wi-Fi
aBromaTuuecku'". He gomyckail aBTOMAaTMYE€CKOro MOIKIIOYEHHS YCTPONCTBA K
cetsim Wi-Fi Ge3 TBoero cormacus.

ConuaabHble ceTH

ConmanbHBIC CETH aKTUBHO BXOJIAT B HAITy KM3Hb, MHOTHE JIFOIM pab0TaIOT U
KUBYT TaM ITOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MHILIHAP YCIIOBEK,
YTO SIBISCTCS OJHOM CEIbMOM BCEX JKUTEJEH MmuaHeTbl. MHOTrHE MOJb30BaTEIN HE
MOHUMAIOT, YTO UHGPOpPMAIMs, pa3MEIICHHAas UMHU B COLMAIBHBIX CETSIX, MOXET
OBITh HalJicHAa W HCIOJb30BaHA KEM YTrOJHO, B TOM YHCJIE HE 0053aTCIBHO C
0JIaruMU HaMEpPEHUSIMHU.

OCHOBHBIE COBETHI IT0 0€30IIaCHOCTH B COIIUATBLHBIX CETIX:

1. Orpanuub cnucok fpy3eid. Y 1e0s B APY3bsiX HE JOJIKHO OBITh CIIy4allHBIX
1 HE3HAKOMBIX JIIOJICH;



2. 3amuinaii CBOr 4acTHYIO *u3Hb. He yka3wiBail nmaposu, TenedoHsl, aapeca,
JaTy TBOETO POXIECHHUS W JAPYryl JUYHYIO HH(pOpManuioo. 3I0yMBIIUIEHHUKA
MOTYT HCIOJIb30BaTh JaXe HHPOPMALMIO O TOM, Kak Thl M TBOM POJUTEIH
IJIAHUPYETE NPOBECTH KAHUKYJIBI;

3. 3amuiail cBOO penyTaluio - JEPKU €€ B YUCTOTE U 3a]aBail cebe Bompoc:
XoTea Obl Thl, YTOOBI ApPYrHe IMOJIB30BATENM BHJEIH, YTO Thl 3arpykaeiib?
[lonymaii, mpexie 4em 4To-TO ONyOJIMKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecnu TBl TOBOpHIIB C JIOJBMH, KOTOPBIX HE 3HAEIIb, HE WCIIOIb3YH CBOE
peanbHOE UMSI U IPYTYIO JUYHYI0 MHGOPMAIMU: UMS, MECTO >KUTEIbCTBA, MECTO
yueObl U Mpoyee;

5. U36erait pasmenienuss gororpaduii B MIHTepHeTe, rae Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOW MOYKHO ONPEIEIUTh TBOE MECTOIOJIOKEHNUE;

6. Ilpu peructpauuu B COLMAIBHONM CETH HEOOXOJMMO MCIOJb30BATh
CJIOXHBIE TAPOJIH, COCTOSIIINE U3 OYKB U LIU(P U C KOJUYECTBOM 3HAKOB HE MEHEE
8,

7. Jns  coumanbHOW ceTH, TMOYTHI W JPYrUX CAaMTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble napoyiu. Torna ecnu Tedsi B3JIOMAIOT, TO 37I0YMBIIIJIEHHUKH
[I0JIy4aT JOCTYII TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpa3sy.

JJIeKTPOHHBbIE IEHbI'U

DONEeKTpOHHbIE JEHBI'M - 3TO OYEHb YAOOHBIN CHOCO0 TMIaTexel, OaHaKO
CYILIECTBYIOT MOLIEHHUKHU, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIU.

DNEKTPOHHBIE JE€HbIM MOSBWINCH COBCEM HEIAaBHO M MMEHHO M3-3a 3TOTO BO
MHOT'MX FOCYJ1apCTBaXx /10 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHu QyHKIMOHUPYIOT ¥ O HUX YK€ MPOMHUCAHO B 3aKOHE, Te UX
pa3IenaioT HAa HECKOJIBKO BUIOB - aHOHUMHbBIE U HE aHOHUMHbIE. Pa3Huia B ToM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTrcs MpOBOAUTH OMeparuu 0e3
UACHTU(UKAIIMY TI0JIH30BATENS, @ B HCAHOHUMHBIX UACHTU(DUKAINS TOJIH30BATEIS
ABJISIETCS 0053aTENBHOM.

Taxxe cremyer pasnuyaTh DJIEKTPOHHBIE (uUATHBIE JEHBIH (PaBHBI
rOCYJapCTBEHHBIM BajlOTaM) W SJEKTPOHHbIE HE(pUATHBIE JEHbIU (HE pPaBHBI
rOCYJJapCTBEHHBIM BATIOTAM ).

OcHOBHBIE COBETHI 110 O€30MaCHON PadOTe C IEKTPOHHBIMH JICHbIAMMU:

1. ITpuBsku K cyeTy MOOMIIBHBIN TenePoH. ITO caMblil YAOOHBIN U OBICTpPHIT
croco0 BOCCTAHOBUTH AOCTYI K cuery. [IpuBsi3aHHbIA TenepoH MOMOXKET, €CIu
3a0yJenib CBOM IUIATEXKHBIM Mapoyib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnons3yil onHopas3oBble maponu. llocne mnepexoma Ha YCHIEHHYIO



aBTOpH3aLuI0 TeOe yXe He OyneT yrpoxkaThb ONACHOCTb KpaXM WJIM IepexBaTta
IUTATEXKHOIO Mapois;

3. BeiOepu cioxHblii napois. IIpectymHukam Oyner He MpOCTO yraaaThb
CJIO’KHBIN naposb. HanexHsle mapoau - 3T0 naposiyd, KOTOPbIE COEpKaT HE MEHEE
8 3HAKOB W BKJIOYAIOT B CeOsl CTPOYHBbIE U NPOMUCHBIE OYKBbI, LUDPBI U
HECKOJIbKO CUMBOJIOB, TAKME KaK 3HAK JI0JuI1apa, (pyHTa, BOCKJIMIATEIbHbBIN 3HAK U
T.1. Hampumep, $tROng!;;

4. He BBOJIM CBOM JINUHBIE TAHHBIE HA CaliTaX, KOTOPbIM HE JI0BEPSECIIb.

JJIeKTPOHHAS MOYTA

DJIEKTPOHHAsI TOYTa - 3TO TEXHOJIOTHS U TMPENOCTABISEMBIE €H0 YCIYTH 1O
MEPECHUIKE U MOJYUYCHHUIO AJIIEKTPOHHBIX COOOIECHUHM, KOTOPHIE pacpe/IeTIIOTCs B
KOMITbIOTEpHON ceTu. OOBIYHO DJIEKTPOHHBIM IMOYTOBBINA SIIUK  BBITJISIUT
CJICAYIOMKUM 00pa30oM: UMS_TOJIB30BATEA(@HUMSL_JoMeHa. Takke KpoMe Iepeaadn
IPOCTOT0 TEKCTa, UMEETCS BO3MOXKHOCTD Iepe1aBaTh (hailibl.

OcHOBHBIE COBETHI 110 O€30MaCHON PadOTE C MIEKTPOHHOM IMOUYTOM:

1. Hamo BbIOpaTh mNpaBUIBHBIA IOYTOBBIA CepBUC. B HHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIIATHBIX MMOYTOBBIX CEPBUCOB, OAHAKO JIYUILIE TOBEPSITH TEM,
KOT'O 3HACIIb U KTO MEPBBIA B PEUTUHTE;

2. He yka3piBaii B IUYHOM IMOYTe JUYHYIO MHpopManuio. Hanmpumep, myurie
BbIOpATh "My3bIKaIbHBIN (haHat@" wim "pok2013" BMecTo "Temal3";

3. Hcnonb3yil OBYX3TalHYIO aBTOpU3ALMI0. ODTO KOIJa IMOMHUMO HapoJs
HY’KHO BBOJIMTH KOJI, MPUChUIaEeMbIi 10 SMS;

4. BeiGepu CI0XKHBINA MapoJIb. J[Is KaXKI0r0 MOYTOBOTO SIIIMKA JOJDKEH OBITH
CBOM HAJICKHBI, YCTOMYUBBIN K B3JIOMY NapOJib;

5. Ecam ectp BO3MOXHOCTH HalMcaTbh CaMOMYy CBOM JIMYHBIM BOIPOC,
HCIOJIB3YH 3TY BO3MOKHOCTB;

6. HWcnons3yll HECKOJBKO TOYTOBBIX SIIMKOB. IlepBhIit 11 4acTHOU
MEPEINUCKU € aJpecaTaMu, KOTOPbIM Thl JOBEPSIEIIb. DTO JIEKTPOHHBIA aJpec He
HAJI0 UCTIONB30BATh IPU PETUCTPAIMK HA (pOopyMax u caiTax;

7. He otkpwiBail (aiinpl U Apyrue BIOKEHHS B MUChbMAaX, AK€ €CIU OHHU
MPUIUIK OT TBOUX Jpy3el. Jlyulie yTouHu y HUX, OTIPABISUIM JU OHU TeOE 3TU
(aisr;

8. ITlocne okxoHuyaHus pabOTHl HAa MOYTOBOM CEPBUCE NEpe]d 3aKpbITUEM
BKJIAJIKH C CAUTOM He 3a0yab Ha)kaTh Ha "BeritTu".

Ku0epOyJJIMHT WM BUPTYAJbHOE U3/1€BATEIbCTBO



KubepOymnmuar -  mpeciegoBaHue  COOOIICHUSIMHU,  COACPKAIIUMHU
OCKOpOJIeHMS, arpeccuto, 3aIyTrMBaHUE; XYJIUTaHCTBO; COLIMATILHOE
OOMKOTHPOBAHHUE C MOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pbOE ¢ KMOEPOYIITUHIOM:

1. He 6pocaiics B 60it. JIyumuii crioco6: mocOBEeTOBaThCS Kak ce0si BECTH W,
€CJIM HET TOro, K KOMY MOXHO OOpaTUThCs, TO BHadajie YCIOKOUThCA. Eciu Thi
HayHeIlllb OTBEYaTh OCKOPOJIEHHUSIMU Ha OCKOpPOJEHHs, TO TOJIbKO €lle OOJblie
pa3oxOKelb KOH(IIUKT;

2. Ynpasnsii cBoelt kubeppenyranuei;

3. AHOHUMHOCTH B ceTH MHuUMas. CylecTBYIOT CIOCOObl BBIACHUTb, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He crour BecTH XyJUTaHCKUU oOpa3 BUPTyalbHOM >XU3HU. MHTepHer
(¢ukcupyer Bce TBOM JEHCTBUS U COXpaHSET UX. YJAIUTh UX OyJeT KpaiiHe
3aTPyIHUTEIBHO;

5. Cobmro/1ail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Wrnopupyit enunuuHbli HeratuB. OJHOpPa3oOBbIE OCKOPOUTEITbHBIC
cooOmIeHusT Jydiie urHopupoBaTb. OOBIMHO arpeccus MpeKpamiaerca Ha
HayvajabHOMU CTaJUu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOILEHUSMH, B
COLIMANBHBIX CETSAX €CTh BO3MOXHOCTh OJIOKMPOBKM OTIPABKH COOOILIEHUH C
OIIpE/IEJICHHBIX aJIPECOB;

8. Ecnu ThI cBuzerens kubepOyminHra. TBou AeicTBUSA: BBICTYNHUTH NPOTUB
npecienoBaTelis, MoKa3aTh €My, YTO €ro JEHCTBHUS OLEHUBAIOTCS HETraTUBHO,
nojAepXxarb JKEPTBY, KOTOPOM HY’)KHA IICHXOJOrHYecKas IOMOILIb, COOOIIUTH
B3pOCIIBIM O (PaKTe arpecCUBHOTO MOBEJICHUS B CETH.

MobOuabnblii Tesaedon

CoBpemeHHbIe cMapT(HOHBI U MJIAHIIETH COEePKAT B ce0e BIIOIHE B3POCIBIMA
(GyHKIIMOHANI, W TENeph OHU MOTYT KOHKYPUPOBAaTh CO CTallMOHAPHBIMHU
KoMIibioTepamMu. OgHAKO, CPEACTB 3AIIUTHI IJIs1 TIOJOOHBIX YCTPOUCTB MOKA OYEHB
Mano. TecTupoBaHME W TOWCK YSI3BUMOCTEd B HHUX TMPOUCXOJIUT HE TaK
MHTEHCUBHO, Kak Jy1s 1K, To e camoe kacaeTcst 1 MOOUIIbHBIX MPUITOKEHHU.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPAKTUYECKH TOTHATIN HACTOJIbHBIC
aHAJOTH, OJHAKO pacimMpeHne (YHKIHOHATA BIIEYET 3a CO0O0M OOJBIIYIO
CJI0’KHOCTb U MEHBIIYIO 3alUIIEHHOCTD.

Jlaneko He Bce MNPOW3BOAUTENIMN BBIMYCKAIOT OOHOBIICHHMSI, 3aKPBIBAIOIINE
KPUTUYECKHUE YS3BUMOCTHU JIJIsi CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI 151 0€30MMaCHOCTH MOOUIIBHOTO TeleoHa:



Huuero He sBisieTca mo-HacToseMy OecIuiaTHbIM. Byab OCTOpOKEH, Bellb
Korja Tede mpeayiaratoT OecIlaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IJIATHBIE YCIYTH;

Hymaii, npexzae yem otnpaBuTb SMS, ¢poTo unu Buaeo. Thl TOYHO 3HAEIb,
r7ie OHU OYJQyT B KOHEUHOM UTOTE?

Heo0xonumMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(oHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JJ1sI MOOMJIBHBIX TeJIe(POHOB;

He 3arpyxail npuiaoXeHHs OT HEU3BECTHOTO MCTOYHUKA, BEJb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIeYeHHE;

[locne Toro kak Thl BBIAEHIL C caiiTa, i€ BBOAWI JIMYHYIO MHGOpMAIUIO,
3aiiIn B HACTPOMKU Opay3epa u yaaiu cookies;

[lepronuuecku mpoBepsiid, Kakue IJIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEPE;

JlaBaii cBoil HOMEp MOOWJIBHOTO TesieOHA TOJBKO JIOASM, KOTOPBIX ThI
3HACIb U KOMY JIOBEpSIEIIb;

Bluetooth mgomkeH ObITH BBIKJIIOYEH, KOTJa Thl MM HE Moib3yelibes. He
3a0bIBail MHOT]a TPOBEPATH ITO.

Online urpsi

CoBpeMeHHBIE  OHJIAWH-UTPBI - 3TO  KpPAacOYHbIE,  3aXBaThIBAIOIIUE
pa3BiieyeHusi, OOBEAMHSIONIME COTHU THICSY YEJIOBEK MO BceMy MHpy. Mrpoku
UCCJIENYIOT NAaHHBI UM MHp, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIOT 3a/JaHMS,
CpakaloTCsd C MOHCTpaMU W IOJIYYalOT OIBIT. 32 YIOBOJIBCTBUE OHU ILJIATAT:
MOKYTAIOT JAUCK, OTUIAYMBAIOT a00OHEMEHT HJIM IPUOOPETAIOT KAKUE-TO OIIIUH.

Bce atu cpenctBa uayT Ha MogAep KaHUE U PA3BUTUE UTPHI, a TAK)KE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPHU3AllUU, BBIITYCKAIOTCS HOBBIC
natuu (upoBbIe 3aIUIATKU JJIS IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX UTrpax CTOUT OMAacaThCs HE CTOIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CHUCTEMa aBTOPU3AIMH OOJIBIIMHCTBA
Urp.

OcCHOBHBIE COBETHI 110 OE30MaCHOCTU TBOETO UTPOBOr0 aKKayHTa!

1. Ecou mpyroit urpok BeaeT ceOs IIOX0 WM CO3/JacT TeOe HEIPHATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Ioxanyiics agIMUHUCTPATOPAaM WUIPbI HA IJI0XOE MTOBEIEHUE 3TOI0 UIPOKA,
YKEJIATEJIbHO MPUIOKUTh KaKKE-TO JOKA3aTEIbCTBA B BUAE CKPUHOB;

3. He yka3bIiBaii TuuHy0 HHPOpMAIMIO B Tpo(aiiie urpsol;

4. YBaxkall Ipyrux y4aCTHUKOB IO UTPE;

5. He yctanaBnuBait HeoduImaabHbIe TATYU U MOJBI;



6. Mcnonp3yi CII0KHBIE U pa3HbIE TAPOJIN;
7. Jlaxxe BO BpeMs UIPbI HE CTOUT OTKJIKOYATh aHTUBHUpPYC. 1Ioka ThI urpaemip,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIINHT WIH Kpaka JUYHbIX JaHHBIX

OOBIYHOM Kpakel JIEHeT M IOKYMEHTOB CETOJIHS YK€ HUKOTO HE yIUBHIIb, HO
C pa3BUTHEM HHTEPHET-TEXHOJOTUH 3JOYMBIIUICHHUKN IEPEMECTUINCh B
MHTEPHET, U MPOJI0HKAIOT 3aHUMATHCA ""MIOOUMBIM" JETTOM.

Tak mosBWIACh HOBas yrpo3a: WHTCPHET-MOIICHHUYECTBA WU (DUIIIMHT,
TJIaBHAS 11€Jb KOTOPOTO COCTOWT B TOJYYCHUW KOH(PUIACHIMAIBHBIX JaHHBIX
noJjib30Baresieil - JIOruHoB W maposiei. Ha anrnmiickom si3bike phishing yuraercs
kak ¢umuHr (ot fishing - peiOHas noBis, password - mapoJib).

OcHOBHBIE COBETHI IO 0OpbOE C (HUITUHTOM:

1. Cnenm 3a cBouM akkayHTOM. Ecim ThI TOj03peBaelib, 4TO TBOS aHKETa
Obla  B3JIOMaHa, TO HEOOXOaMMO  3a0JIOKUpOBaTb €€ U COOOIIUTh
aJIMHHHCTPATOpaM pecypca 00 3TOM Kak MOXKHO CKOPEe;

2. Ucnonw3yit 6e3omacHbie BeO-CaiiThl, B TOM YHCIIe, UHTEPHET-Mara3uHoB U
MIOMCKOBBIX CUCTEM;

3. Hcnonp3yii clOXHBIE W pa3Hble Hapoiu. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH TMOJy4aT AOCTYN TOJIBKO K OJHOMY TBOEMY
npo(dUITIo B CETH, a HE KO BCEM;

4. Ecnu T1e0s B3JOMald, TO HEOOXOAMMO TMPEAYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J00aBICHBI Y T€OS B APY3bAX, O TOM, YTO TeOS B3JIOMaJH H,
BO3MOKHO, OT TBOETO UMEHHU OY/IET pacChUIaThCsl CIIaM U CCHUIKM Ha (DUIIMHTOBBIC
CaANTHI;

5. YcranoBu HanexHbIi napons (PIN) Ha MoOunbHbI TenedoH;

6. OTKII0YM COXpaHEHHUE TapoJis B Opaysepe;

7. He otkpwiBail (paitnbl U Apyrue BIOKEHUS B MUChMax, JaXke €CIM OHU
MPUIILTA OT TBOUX Apy3el. Jlydine yTouHW y HUX, OTIPAaBISUIM JU OHU TeOE ATH
(aitnbl.

Mu¢posas penyranus

[udposas penyTtamus - 5TO HETaTUBHASI WJIM TO3UTUBHAS MHGOPMAIIHS B CETH
o tebe. Komnpomerupyromas uHbopMalus, pa3MelieHHass B UHTEPHETE, MOXKET
CEephE3HBIM 00pa3oM OTpa3uThbCid Ha TBOeW peanbHOM Ku3HU. "lludposas
penytanusa" - 3T0 TBOM UMUK, KOTOPBIM popmupyercs u3z uHdpopmanuu o tede B
HUHTEpHETE.



TBOE MeCTO KUTEIBCTBA, YueObl, TBOC (PMHAHCOBOE MOJOKEHUE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue mnoAPOCTKU JETKOMBICIEHHO OTHOCATCA K IYOJMKAuu JIMYHOU
uHpopmaiuu B MHTepHeTe, HE MOHKMMAsi BO3MOXKHBIX MOCIEACTBUN. Thl gaxke He
CMOJKEIlb J0TafaThCcsi O TOM, 4TO ¢oTorpadus, pa3MelleHHas 5 JIeT Ha3al, cTaja
MPUYMHON OTKa3a MPUHATH TeOsl Ha padoTy.

KommenTtapuu, pasmemienue TBoux (ororpaduii u apyrue ASHCTBUS MOTYT
HE HMCYE3HYTh Ja)Ke IOcCJe TOro, Kak Thl MX YJalMillb. Thl HE 3HACIIb, KTO
COXpaHWI 3Ty HWHPOpPMAILMIO, TMoNajga JU OHAa B I[IOMCKOBBIE CHCTEMbl H
COXpaHWJIAaCh JM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYXKalollue JIIOH,
KOTOpBIE HallAyT U yBUIAT 3T0. HailT mHbOpMAaIi0 MHOTO JIET CIYCTSI CMOXKET
M000M - Kak U3 100pbIX MOOYKIEHUN, TaK U C HAMEPEHUEM NPUYUHUTH Bpel. ITO
MOJKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 10 3alIUTe HU(PPOBOI pemyTaluu:

1. IMomymaii, nmpexae yemM 4To-To MyOIMKOBATh U MepeaaBath y cedsi B Ojore
WIH B COLMATILHOM CETH;

2. B mnactpoiikax npoduis yCTaHOBM OTPAaHUYEHHUS HAa TPOCMOTP TBOETO
po IS ¥ €ro COAEPKUMOTO, Ceail ero ToJIbKO "Iy apy3ei';

3. He pa3memiaii u He ykaspiBall MH(OpMAIKIO, KOTOpass MOXKET KOTo-1100
OCKOPOJIATh WIJIK OOMKATb.

ABTOpCKOe NPaBo

CoBpeMeHHBIE  MIKOJBHUKM - AaKTUBHBIE TIONB30BaTeNnu  LU(POBOTO
npoctpancTBa. OpHAKO Jajeko HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTHMH
BO3MOKHOCTSAMH  IHpPOBOro  Mupa  TpeOyer  coONroAcHUsS  TpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTENIEKTyallbHass COOCTBEHHOCTH' OTHOCHUTCA K Ppa3IUYHBIM
TBOPCHHSIM YEJIOBEYECKOTO yMa, HAauyWHAsg C HOBBIX H300PETCHH W 3HAKOB,
0003HavaroMMX COOCTBEHHOCTh HA MPOIYKTHI M YCIYTH, U 3aKaHYMBAas KHUTAMH,
dotorpadusimu, KUHODUIBMAMU U MY3bIKAJIbHBIMU TIPOU3BEACHUSIMHU.

ABTOpCKHE TpaBa - 9TO MpaBa Ha HWHTEIUICKTYyaJbHYIO COOCTBEHHOCTh Ha
MPOU3BEACHUS HAYKH, JINTEPATYPhl M UCKYCCTBA. ABTOPCKHE TpaBa BHICTYNAIOT B
KaueCcTBE TapaHTUHU TOTO, YTO HMHTEIUICKTYaJbHBIN/TBOPUYECKUN TPyA aBTOpa HE
OyZIeT HampacHbIM, JacT €My CIpaBeIJIMBBIE BO3MOXKHOCTH 3apadoTaTh Ha
pe3ysbTaTax CBOETO TPY/Ja, TMOJYyYUTh HM3BECTHOCTh M Tpu3HaHwe. Hukto 06e3
paspemieHus aBTopa HE  MOXET BOCIPOU3BOIUTH €0  TMPOU3BEICHUE,
pactpoCcTpaHsITh, NyOIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTHPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HWCIOJHATH, MOKA3BIBATH/UCIIONHITh B dUpE WU



pa3Mmeruars B MHTepHere.

Hcnonb3oBanue "mUpaTckoro" mporpaMMHOI0 00ECIEYeHHsI MOKET IPUBECTU
K MHOTUM PHUCKaM: OT IMOTEPH JAHHBIX K TBOMM aKKayHTaM J10 OJIOKMPOBKH TBOETO
YCTpOICTBA, TJ€ YCTAaHOBJEHA HeJerajibHas mnporpamma. He crout Takxke
3a0bIBaTh, YTO CYILIECTBYIOT JerajbHble M O€CIUIaTHbIE HPOrpaMMbl, KOTOpHIE
MOYKHO HAalTH B CETH.

O nopraJe

CeteBHuOK.pd - TBOM IJIaBHBIM COBETUYHMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETU MOHSITHBIM U JOCTYMHBIM $I3bIKOM, @ TPU BO3HUKHOBEHUU
KPUTHYECKON CUTYyallMd OOpaTUThCA 32 COBETOM. A TakKe MPUHATh y4acTHE B
KOHKYpPCaX U CTaTh CaMbIM LIU(PPOBBIM I'pa’kKJaHUHOM !
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